
Cyber & Technology

Gen AI endorsement 
for CyberRiskConnect
Many companies are investing in developing their own Generative AI to improve efficiency, improve 
customer experience, and unlock many new possibilities.  They must also be mindful of the risks that 
come with it, such as potential misuse, compliance issues, and the need for robust safeguards to ensure 
responsible and secure deployment.



AXA XL Gen AI endorsment for CyberRiskConnect

To help, AXA XL created a market-leading endorsement for its 
cyber insurance policy CyberRiskConnect, to extend coverage 
for specific risks that businesses may encounter when building  
out their own Gen AI model. 

The new endorsement provides coverage to address  
three specific Gen AI risks: 

The new CyberRiskConnect endorsement is available on policies 
throughout the U.S and Canada, U.K. and Lloyd’s market, 
and Europe and Asia.

a type of cyber-attack, that 
involves manipulating or 
contaminating the training 
data used to develop machine 
learning models. 

Data 
poisoning,
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Regulatory 
violations
that may result from new 
regulations such as the 
European Union’s AI Act, 
legislation aimed at regulating  
the development and 

Usage right 
infringement
can occur when appropriate 
permissions are not obtained 
to use particular items or 
data, such as copyrighted 
materials, software licenses, 
and intellectual property. deployment of artificial 

intelligence (AI) systems. 

AXA XL offers a range of cyber insurance products and 
services globally to help businesses protect themselves 
against cyber threats. For more information, please 
contact a regional colleague below:

Michelle Chia
Chief Underwriting Officer, Cyber, 
Americas 

michelle.chia@axaxl.com

Vanessa Leemans
Head of Cyber UK & Lloyd’s

vanessa.leemans@axaxl.com 

Carlos Rodriguez Sanz
Regional Product Leader, Cyber, 
APAC & Europe

carlos.rodriguezsanz@axaxl.com

https://iapp.org/resources/topics/eu-ai-act/
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Know You Can
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The information contained herein is intended for informational purposes only. Insurance coverage in any particular case will depend upon the type of policy in effect, the terms, conditions and exclusions in any such policy, and the facts of each unique situation.  
No representation is made that any specific insurance coverage would apply in the circumstances outlined herein. Please refer to the individual policy forms for specific coverage details. 

This summary does not constitute an offer, solicitation or advertisement in any jurisdiction, nor is it intended as a description of any products or services of AXA XL. 

AXA XL is a division of AXA Group providing products and services through three business groups: AXA XL Insurance, AXA XL Reinsurance and AXA XL Risk Consulting.  In the US, the AXA XL insurance companies are: AXA XL Insurance Company Americas, Greenwich 
Insurance Company, Indian Harbor Insurance Company, XL Insurance America, Inc., XL Specialty Insurance Company and T.H.E. Insurance Company. In Canada, insurance coverages are underwritten by XL Specialty Insurance Company - Canadian Branch. In 

Bermuda, the insurance company is XL Bermuda Ltd.  Coverages may also be underwritten by Lloyd’s Syndicate #2003. Coverages underwritten by Lloyd’s Syndicate #2003 are placed on behalf of the member of Syndicate #2003 by Catlin Canada Inc. Lloyd’s ratings 
are independent of AXA Group. Not all of the insurers do business in all jurisdictions nor is coverage available in all jurisdictions. AXA, the AXA and XL logos are trademarks of AXA SA or its affiliates. © 2025. Information accurate as of January 2025.


