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Hazards of utility scale Battery
Energy Storage Systems (BESS)

BESS, or Battery Energy Other uses of batteries can be to power a single object
Storage Systems, are a or location, for example, electric vehicles or smart
technology that stores homes. Overall, BESS can improve energy efficiency,
electrical energy in reduce costs, and enhance reliability for utilities
batteries for later use. and consumers.

This technology enables Due to their prevalence in the market and our understanding of the risks,
better integration of this document focuses specifically on outdoor, utility-scale BESS involving
renewable energy lithium-ion technology (Lithium Iron Phosphate, LFP, and Nickel Manganese
sources (e.g. wind and Cobalt Oxide, NMC). As BESS technology is evolving, for other types of
solar) into the power batteries or usage please contact your local AXA XL Risk Consulting Office
grid by balancing supply for additional information.

and demand, providing
backup power, and
supporting grid stability.
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Understanding the risks of
Battery Energy Storage Systems

Lithium-ion batteries present both fire and explosion hazard, because

they containhigh energy density cells and flammable organic electrolytes.

However, this allows large amounts of stored energy to be released rapidly
if the battery is damaged (due to overheating, moisture ingress, or
mechanical or electrical damage). If not managed properly, these could
trigger short circuits and potentially thermal runaway, leading to fire,
explosion, and the release of flammable or toxic gases.

Once ignited, BESS fires are notoriously difficult to extinguish and require
specialized firefighting techniques. Notably, the poor design of safety
systems, can lead to both property damage, and worker injuries and
fatalities, and should be considered at the design stage of BESS.

The recommendations in this document are supplementary to,
and do not replace, the requirements of local and international
authorities or manufacturers. They must not be interpreted

as reducing the required level of prevention and/or protection.

AXA XL Risk Consulting can review future projects and the
associated technical documentation pre and post construction.
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Precise utility-scale BESS layouts vary, but typically sites

Figure 1

share the following common components:

Conversion
System (PCS)

T cables and
8 Substations

Cells are the smallest electrochemical component, which are capable of storing and discharging electrical energy due to their specific chemistry.
They are typically arranged in series, but can be in parallel, to meet the voltage and capacity requirements; \

A module groups cells together;
A rack groups modules together;

A container houses multiple racks which are connected. Most containers are 6 m (20ft) though larger 12m (40ft) as well
custom sizes exist. Containers include auxiliary systems to provide cooling, control and safety;

Depending on project size, several containers may be connected in multiple “strings” or “islands”;

Typically, each string or island of containers feeds a Power Conversion System (PCS), which usually contain an inverter/rectifier (used to convert
DC current to AC current and vice versa) and a Low Voltage (LV) to Medium Voltage (MV) transformer (sometimes separate and called pad
transformers), plus switchgear and auxiliary systems. The PCS is important for overall efficiency and reliability of the BESS. Recently, the inverter/
rectifier have also been integrated within the containers directly;

Cables carry power from the PCS to the substation(s) where voltage is increased by Medium Voltage (MV) to High Voltage (HV) transformer(s)
(called Generator Step Up Transformers or Main Power Transformers). Cables are usually buried up to the substation.
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Battery chemistries or types

Different battery chemistries exist, and the industry is rapidly evolving with
ongoing advancements and new technologies entering the market. Today,
lithium-ion batteries dominate the global utility-scale BESS market, led by
Lithium Iron Phosphate (LFP) and then Lithium Nickel Manganese Cobalt
Oxide (NMC). Thanks to its higher energy density, NMC technology used to
dominate the market, but LFP has since demonstrated improved safety
and cycle life and is currently the most deployed lithium-ion chemistry in
projects under construction or in development. Lithium Nickel Cobalt
Aluminium Oxide (NCA) has also been used in some utility-scale projects
due to very high energy density, but is generally regarded as the least safe
among the lithium-ion options.

While this document focuses on lithium-ion technology, other technologies
are gaining traction, such as sodium-ion (still progressing toward full
commercial viability) and redox flow batteries (such as vanadium redox
flow battery - VRFB). VRFB technology differs significantly from lithium-
ion, using two separate electrolyte tanks and pump systems, and is typically
employed for longer duration storage applications with large number

of cycles life, but with lower energy density requirements. Please contact
your local AXA XL Risk Consulting Office for additional information.

Key risks related to Lithium-lon BESS

When looking at lithium-ion BESS (utility scale), thermal runaway is the
most critical risk. Thermal runaway occurs when internally generated heat
drives further exothermic reactions, causing a rapid temperature rise,

which may result in a fire and propagate to other cells, modules or containers.

The main failures resulting in thermal runaway are summarized in the table
on the right.

Electrical failure Due to a failure of the Battery Management System,

for example, leading to over-charging, over-discharging,
over-voltage or under-voltage of the battery.

This can lead to short circuits, lithium plating & dendrites,
components breakdown/melting, etc.

Mechanical failure Due to defective materials being used, or the impact to
the BESS during transport, installation or operation
leading to short circuits and/or release of gas, etc.)

Thermal failure Due to cooling system failure, extreme
environment, humidity, etc.

As discussed in the following section, many of these failures can be
mitigated by effective Battery Management Systems and robust safety
systems (e.g. off-gas detection, ventilation, ...) and procedures.

The goal is to prevent a fire or explosion
from occurring and limit the extent
of the damage if an incident does occur.

Another common risk for BESS sites is the failure of the MV to HV trans-
former (GSU Transformer/Main Power Transformer), which can lead
to a lengthy business interruption. This is particularly critical when there
are supply chain constraints for replacing transformers, and in the absence
of contingency planning, when the transformer configuration does not
incorporate redundancy or fault tolerance.




Key recommendations
to mitigate risks:

General recommendations

Only outdoor BESS (utility scale) installations are
recommended.

All manufacturers, installers, contractors and
Operations & Maintenance (O&M) providers should
be reputable and have an extensive track-record

in BESS installations.

Use certified/qualified contractors/installers in
countries where certification schemes exist. In areas
where such schemes do not exist obtain references
that should be related to BESS installations.

Applicable standards

Components and systems should comply with relevant
internationally recognized standards for electrical
performance and safety (e.g. UL 9540, UL 1642,

UL 1973, IEC 62933, IEC 60364, ...) and should be
approved / listed by an independent testing laboratory
(e.g. UL, CSA) at the cell, module, rack and container
levels.

As per NFPA 855:2026, BESS layout / spacing should

be validated on the basis of UL9540A (Thermal
Runaway Fire Propagation) and Large-Scale Fire
Testing (e.g., CSA TS800, UL9540A) and by an
engineering deflagration analysis, to ensure there is

no propagation from one container to another.

Active (continuous) and passive ventilation and
protection systems should comply with recognized
standards and certifications (e.g., NFPA 68, NFPA 69).

« Amore complete list of applicable standards can be

found at the end of this document.

Note: Depending on specific circumstances,
the recommended distances outlined in the
following sections may need to be increased

or could be reduced. For any design adjustments,
non-standard configurations, and/or for more
information, please contact your local AXA XL
Risk Consulting Office prior to finalizing layout.

Layout and separation distances

 Physical spacing is the preferred way to limit thermal
runaway. The minimum separation distance to avoid
spread between containers should be assessed
according to UL9540A (including Large Scale Fire
Testing) as mentioned in NFPA 855:2026 and by an
engineering deflagration analysis.

o All critical equipment and buildings should be
adequately distanced from the BESS containers
and from each other, with appropriate protection
in accordance with NFPA 850 and NFPA 855:2026.

o AXA XL Risk Consulting provides below some
guidance regarding layout and separation distances
for utility-scale BESS sites (see Figure 2 on the next
page). These distances are a recommendation only,
and are not a substitute for local code requirements,
site-specific testing, manufacturer guidelines or
authority approvals.

Distance between BESS containers:

» On sides containing openings (doors, panels, explosion

vents, etc.), the distance between BESS containers
should be a minimum of 3m/10ft.

 This distance can be reduced on the sides without
openings, based on the results of Large-Scale Fire
Testing and deflagration analysis results.

Distance between BESS containers and Power
Conversion Systems (PCS):

PCS can include or exclude LV to MV transformers.
Most LV to MV transformers being used are dry-based
transformers but some oil-based LV to MV transformers
might be used in some sites.

If there is an oil-based LV to MV transformer,

the distance to BESS containers should comply

with Table 6.1.4.3 from NFPA 850. This distance can
also depend on active and passive fire protections,
please contact your local AXA XL Risk Consulting Office
for additional information.

If the PCS only contains an inverter and dry-based LV
to MV transformer then the distance between BESS
containers and PCS should be 1.8m/6ft minimum.
Depending on specific circumstances, this distance
might need to be increased or could be reduced
(please contact your local AXA XL Risk Consulting
Office for additional information).

Distance between BESS containers and MV to HV
oil-based main grid transformers (substation):
» The separation distance between BESS containers

and oil-based transformers should comply with Table
6.1.4.3 from NFPA 850. This distance can also depend
on active and passive fire protections, please contact
your local AXA XL Risk Consulting Office for
additional information.

Distance between BESS containers and any other

buildings:

 Default separation between BESS containers and any
other buildings not directly related to the utility-scale
BESS site should be 20m/67ft.

General best practice:

 To reduce the risk of a low probability, high
consequence thermal runaway event, AXA XL
recommends that the BESS installation be
divided into separate fire areas with a spacing
of 20 meters/67ft between them.

Fire detection and protection

» BESS container enclosures should be non-
combustible construction, with non-combustible
insulation materials achieving a two-hour fire-
resistance rating or greater.

o If PCSisinside the battery container, there should
be a fire barrier around the PCS.

« AXA XL relies on space separation and deflagration
management to prevent container-to-container
fire spread. Therefore, we typically will not ask for
water based or gaseous suppression systems.
When such systems are desired for other reasons,
or where space separation cannot be maintained,
contact AXA XL for the most up-to-date information
on the most appropriate suppression system
arrangement.

¢ Although automatic fire protection systems are
generally not required for BESS containers,
fire protection may be required for other critical
equipment or building (e.g. substations, trans-
sformers and control building) within the facility,
particularly in cases where space separation does
not meet the specified separation distance
requirements. This ensures adequate fire mitigation
and compliance with applicable standards.

« Adequate off-gassing and fire detection systems
should be included in the BESS container.
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rating equivalent to that of the container or building

Minimum recommended design Figure 2 material. | |
separation distances S e J . « Electrical cables should be subjected to preventive
N3 e QS

maintenance after installation per acceptable codes

i
e o [T

Sides with openings/access 3m/10ft J I i i{ Power Conversion Systems (PCS) and LV to MV
pathways: r i l J Mg transformers
. . . 3m/10ft, can be i pr » These systems produce heat. Therefore, adequate
Sides with no openings: : J : " .
reduced with LSFT i{ ventilation needs to be provided.
I » They should be protected from direct sunlight
For PCS/dry transformers: 1.8m/6ft o J - P o . .p . £
: l : and have a minimum of an IP64 protection grade
See Table 6.1.4.3 from \r s J I o (for dust and water resistance).
For oil transformers:* ][\ItiPA 8f0 (e.g 15m/50 !{ r B ‘l « PCS and Transformers should undergo preventive
O J maintenance after installation per acceptable codes
>18,925 L/5000 gal)
r P~ and standards (NFPA 70B, ANSI, NETA, etc.).
Buildings/other occupancies . A&‘*“’ g [ e .
a e o P 20m 6T %Q&\i; i . Substation and MV to HV/GSU transformers
< F \ BUilding o Failure of MV to HV transformers can lead to long
* 8 ] R A = S . . . . .
*?(re:i;(tj:\;):datcsll\)/zi‘—:lrécrlezzzz“gerggiEﬂrziercet::ic:féd depending on specific circumstances. QCQUDaé:?Z:Er durat|0n bUSIneSS Interru pt|0n due to Supply Chaln
Please contact us for more information.
BESS containers the battery. All cells should ideally be cooled evenly. detection) and will isolate cells, modules or racks De?:'lﬁd AXA XL R'§lk g:)nfsultlng
 Follow the manufacturers’ installation, maintenance Liquid cooling systems are usually preferred to air in response to emergency alarms or safety concerns. Guidelines zre avallable for most
and operation guidelines. cooling systems for effectiveness and review the « An additional layer of predictive maintenance, systems and components.
« BESS containers should be single story and not quality and condition of the cooling piping assembly enabled by advanced data analytics is recommended . dthG:l
0 g n
stacked to prevent the spread of fire. to ensure there is no leakage. to detect and prevent thermal runaway or other e
» BESS containers should be installed on foundations * All cooling, ventilation and safety protection systems failures before they occur.
designed for the specific ground and local conditions should be powered by a reliable external source » These systems should be sourced from reputable and
(flood and earthquake risk should also be considered (not by the BESS itself). trusted providers with an extensive, proven track
here). record, in accordance with local and international

Battery Management Systems (BMS) and controllers

« E ion/deflagrati ls should be directed
xplosion/deflagration panels should be directe » The BMS ensures protection against over- and under-

towards a safe area.

best practices (e.g., IEEE 2686).

, voltage, over-and under-charging, manages cell Cables
« Vents and panels should be regularly inspected to . . : : :
, , o , imbalance, and monitors temperatures of each » Wherever feasible, cables leading to the substation
ensure nothing (e.g. debris, snow, ice) is blocking L . : :
cell, module and rack to keep them within safe limits. should be buried and properly installed.
the vents or panels. . . :
, , , » The BMS and controllers ensure proper interlock o All cable penetrations must be sealed using non-
 Cooling (and heating where applicable) systems are . : . _— . : : , :
functionality (e.g., active ventilation with off-gas combustible materials that have a fire resistance

crucial to keep within the design temperature of
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constraints or the transformer being an uncommon
size/rating. To mitigate this risk, design the project
with redundancy (two or more GSU transformers)
and/or maintain a spare transformer on site that

is kept in good working conditions and ready for
immediate use.

« Transformers should undergo preventive maintenance
and regular inspection after installation per
acceptable codes and standards (NFPA 70B, ANSI,
NETA, etc.)

 Refer to AXA XL Risk Consulting Guidelines
on electrical equipment.

Operation and maintenance

« For all components and systems, installation,
operation and maintenance must be conducted
in strict accordance with the manufacturer’s
guidelines and recommendations.

« Long-Term Service Agreement (LTSA) with the Original
Equipment Manufacturer (OEM) is considered a best

practice to ensure performance and risk management.

« Regular inspections and maintenance should be
completed by qualified personnel. This includes
visual, functional, and ad-hoc inspections.

« The owner should be active in reviewing maintenance
records, and performance of systems, even if
maintenance is outsourced to the OEM.

Cyber security
» Procedures should be in place to reduce exposure
to cyber threats.

Natural Catastrophe (NAT CAT) hazards

 The first measure is to avoid planning a BESS project
in an area with elevated NAT CAT risks.

« All necessary precautions and protection systems
(including lightning protection) should be adopted
to mitigate all potential risks related to any
NAT CAT risks that are present and include these
in emergency planning.

Site security

* Fencing, controlled access gates, and video
surveillance systems should be in place to avoid
unauthorized access.

» 24/7 personnel presence is also recommended
where possible and will ideally be supplemented
with offsite monitoring.

Vegetation management

» Avegetation management program should be adopted
to limit the spread of fire. Site ground should be
covered with ballast type material.

Management programs

Management programs for loss prevention and
control should be in place.

Emergency Planning, including intervention

by Fire Department and/or other organizations:

» The local fire department should be consulted from
the planning stage of the BESS project, through
to operation, and regularly afterwards.

Preplanning with the fire department can take on

an elevated importance depending on: if the site

is occupied or remotely monitored, site access,

firefighting techniques and training for BESS,

and the availability of fire detection/protection

and water supply for remote locations.

* An annual visit with the Fire Department should
be organized to make sure they are fully familiar
with the site and technology.

 Areliable emergency power supply system (EPSS)
should be in place providing power to critical safety
systems such as the BMS, thermal management
/HVAC and fire detection systems.

« Emergency planning should take into account all risks,
including the site’s risk of flood, earthquake, hurricane,
wildfire or other NAT CAT hazards.

Note that BESS operations may have a small number of

personnel associated with Operations and Maintenance

(either onsite and/or offsite) and a numerous of stake-

holders (the owner, the operator, the equipment

manufacturer) that will have a role during an emergency
situation, and these should be outlined.

Business Continuity Management (BCM)

e For BESS installations, the most effective Business
Continuity Management (BCM) approach is to integrate
resilience into the design process. This proactive
strategy ensures that the system is built to withstand
potential disruptions, thereby enhancing overall
operational resilience and minimizing downtime.

For detailed protection requirements, contact your
local AXA XL Property Risk Consulting Office.
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IEC 60364, Low-voltage electrical installations - Part 1: Fundamental
principles, assessment of general characteristics, and definitions

IEEE
IEEE 2686, Recommended Practice for Battery Management Systems in
Stationary Energy Storage Applications
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CSA TS-800:25 - Large-Scale Fire Test (LSFT) Procedure
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To learn more, reach out to your
AXA XL Risk Consulting representative,
or contact us at the email provided below.

Global

contact-risk-consulting@axaxl.com
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Global Asset Protection Services, LLC, XL Catlin Services SE and their affiliates (“AXA XL Risk Consulting”) provide
loss prevention and risk assessment reports and other risk consulting services, as requested. In this respect, our
property loss prevention publications, services, and surveys do not address life safety or third-party liability issues.
This document shall not be construed as indicating the existence or availability under any policy of coverage for
any particular type of loss or damage. The provision of any service does not imply that every possible hazard has
been identified at a facility or that no other hazards exist. AXA XL Risk Consulting does not assume, and shall have
no liability for the control, correction, continuation or modification of any existing conditions or operations. We
specificallydisclaimany warranty or representation that compliance with any advice or recommendation in any
document or other communication will make a facility or operation safe or healthful, or put it in compliance with
any standard, code, law,ruleor regulation. Save where expressly agreed in writing, AXA XL Risk Consulting and its
related and affiliated companiesdisclaimall liability for loss or damage suffered by any party arising out of or in
connection with our services, including indirect or consequential loss or damage, howsoever arising. Any party
who chooses to rely in any way on the contents of this document does so at their own risk.

The information contained herein is intended for informational purposes only. Insurance coverage in any particular
case will depend upon the type of policy in effect, the terms, conditions and exclusions in any such policy, and
the facts of each unique situation. No representation is made that any specific insurance coverage would apply
in the circumstances outlined herein. Please refer to the individual policy forms for specific coverage details.
This summary does not constitute an offer, solicitation or advertisement in any jurisdiction, nor is it intended
as a description of any products or services of AXA XL.

: g : - D R e > A 5 : = , St asbe AXA XL is a division of AXA Group providing products and services through three business groups: AXA XL Insurance,
e _ P M TELSE Sal o s : SR N S e st v AXA XL Reinsurance and AXA XL Risk Consulting. In the US, the AXA XL insurance companies are: AXA XL Insurance
: : : } ' ; ST it X : ) , o, : e : Shahes Company Americas, Greenwich Insurance Company, Indian Harbor Insurance Company, XL Insurance America,
AL T = s Y st P e S i Inc., XL Specialty Insurance Company and AXA XL Excess & Surplus Lines Insurance Company. In Canada, insurance
S % RSOl R T 2 R R e SR S s coverages are underwritten by XL Specialty Insurance Company - Canadian Branch. In Bermuda, the insurance
S T S SR e B ¢ | company is XL Bermuda Ltd. Coverages may also be underwritten by Lloyd’s Syndicate #2003. Coverages under-
3 : S oo written by Lloyd’s Syndicate #2003 are placed on behalf of the member of Syndicate #2003 by Catlin Canada Inc.
ZAa= =8 AR S IO BN Lloyd’s ratings are independent of AXA Group. Not all of the insurers do business in all jurisdictions nor is coverage
: ' e S AP available in all jurisdictions.
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